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Abstract

Dynamic and unpredictable load affects the performance
resilience of cloud services. Frequent and sporadic overloads
cause performance degradation that manifests as increased
latency, SLO violations, and reduced goodput. Despite the
plethora of mechanisms to deal with overload, ranging from
auto-scaling and service degradation to careful admission
control and load shedding, microservice-based services re-
main vulnerable to such problems. Existing overload control
frameworks depend on slow, reactive designs, and fail to
cater to the needs of modern services with dynamic call
graphs and changing workloads.

We present Roshanfer, a proactive overload control system
for microservice-based deployments. With Roshanfer, mi-
croservices are overload-proof by design because Roshanfer
proactively controls and strictly bounds the number of ad-
mitted requests. To do so, it depends on a novel mechanism
that creates closed systems between microservice pairs. This
design allows fast backpressure and request queue buildup
only at the service gateway, which is the centralized point
for admission control and policy enforcement. To our knowl-
edge, Roshanfer is the first overload control mechanism to
deal with dynamic call graphs at a request granularity, and it
is also supported by a robust TLA+ model that provides fur-
ther correctness guarantees. Our evaluations on well-known
benchmarks show that Roshanfer avoids SLO violations and
goodput loss across various service call graphs and SLOs,
even with concurrent requests for multiple APIs. Addition-
ally, Roshanfer reduces 99th percentile latency by 54% and
achieves 1.55X goodput in a large-scale service based on
Alibaba traces compared to Rajomon, the current state-of-
the-art.
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1 Introduction

Performance resilience remains a long-standing goal and
open problem for modern datacenter and cloud services.
Both academia [13, 14, 56, 70, 81, 86] and industry [49, 82]
have been trying to design systems that deliver their latency
and throughput Service Level Objectives (SLOs), despite fluc-
tuations in workload and incoming load. Specifically, they
try to do so in cases where resource demand is higher than
resource supply, a situation described as overload [78]. If
not handled properly, overload can lead to throughput col-
lapse [13, 78, 86] and SLO violations, impacting customers,
revenue, or even service development [23, 24, 62].

There are multiple alternatives for dealing with overload
at different layers of the stack, levels of granularity, response
times, and costs. Control plane solutions operate at a sec-
ond or minute granularity and commonly target long-lasting
overloads. They observe certain metrics, e.g., CPU utilization
or end-to-end application latency, and they react by auto-
scaling [64, 65, 76, 83, 85], i.e., provisioning more resources,
dropping requests through admission control [56, 70], or
gracefully degrading certain application features [1, 41, 49].
Dataplane solutions operate at a finer granularity and tar-
get shorter-term bursts for which control planes could not
react fast enough. They operate at the level of individual
requests and selectively drop certain requests to maintain a
high goodput, i.e., the rate of requests that complete within
the latency SLO. Dataplane solutions can target either indi-
vidual applications, such as SEDA [78] and Breakwater [13],
or microservice-based deployments, such as Rajomon [81].
In most cases, production deployments depend on a combi-
nation of these approaches to deal with both sudden load
spikes and longer-term overloads.

In this work, we focus on the problem of overload control
for microservice-based deployments [27, 30, 47, 72], specif-
ically on approaches that can handle overload within mil-
liseconds and eliminate latency SLO violations. The way
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modern services are built and deployed, i.e., as sets of loosely
coupled microservices communicating over Remote Proce-
dure Calls (RPCs), combined with the volatility of workload
patterns [16, 47, 72], makes this a particularly challenging
problem. Bottlenecks can change over time depending on the
workload, making them hard to identify, sporadic overloads
cause services to frequently oscillate between normal and
overloaded conditions [80], and different parts of the service,
e.g., different APIs or microservices, can interfere with each
other [85], while queues can build up anywhere inside the
deployment, substantially degrading performance resilience.

By carefully studying prior work [81, 86] that tackles the
same problem, we identify several limitations that harm their
efficiency and applicability and challenge their ability to de-
liver what they were initially deployed for, i.e., to maintain
high goodput under overload. First, all prior approaches op-
erate in a reactive manner, which can be slow and leads to
SLO violations. Second, they allow for arbitrary and uncoor-
dinated request drops throughout the service to deal with
the reactive loop imperfections, which leads to precious re-
source waste, especially when resources are scarce under
load, since requests can be dropped after they have been par-
tially served. Third, none of the prior works can deal with
dynamic call graphs, i.e., services whose execution path for
even a specific API is not known a priori at the top-level re-
quest, which are common in production microservice-based
deployments [47]. Finally, all of them depend on a large num-
ber of parameters with different knobs in each microservice,
which makes them very brittle across workload changes and
requires extensive training before deployment.

Our main insight is that overload control for microservice-
based deployments can be proactive without any perfor-
mance loss. By carefully designing and enforcing closed sys-
tems [25, 71] between microservices, we can tightly bound
queuing inside services, pushing most of the queueing to
the service boundary, i.e., the gateway. This splits the de-
ployment into two parts: a performance-resilient core that
requires only minimal configuration, receives new requests
only when it completes existing ones, and guarantees strict
upper bounds on queueing and consequently tail latency,
and a centralized component at the gateway that leverages
the resilience of the core and enforces admission policies.

We design, formalize using TLA+, and implement Roshan-
fer, a performance-resilient overload control scheme for mod-
ern microservice-based deployments. Roshanfer uses a credit-
based mechanism that precisely controls and strictly bounds
queuing in each microservice based on a mechanism inspired
by the bandwidth-delay product (BDP) [52, 60] that dynami-
cally configures per-microservice queue limits. Given this
fine-grained and robust mechanism, Roshanfer is, to the best
of our knowledge, the first microservice overload control
system that deals with dynamic service graphs without any
simplifying assumptions. Moreover, it does not allow for
request drops inside the service, thus improving goodput,
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Figure 1. High queueing and SLO violations happen with Ra-
jomon [81]. Offered load jumps from 1 to 10 KRPS at t = 2.

while not requiring any reconfiguration or training across
workload changes, allowing it to dynamically adapt to differ-
ent workloads. Roshanfer follows a sidecar design [12, 15, 34]
and remains agnostic to application logic and compatible
with existing microservices implemented in any language,
thus improving its deployability.

In our evaluation, we compare Roshanfer with Dagor [86]
and Rajomon [81], the current state-of-the-art systems in
microservice overload control. We show that Roshanfer com-
pletely eliminates SLO violations in benchmarks represent-
ing academic setups [22], industry large-scale deployments [47]
with 30 microservices, and dynamic call graphs [18]. In a
realistic large-scale service modelled after Alibaba produc-
tion traces [18, 47], Roshanfer achieves up to 54% lower tail
latency and 1.55% goodput compared to Rajomon, the state-
of-the-art, even when offered load is 14X the capacity.

This paper makes the following contributions:

e An analysis of state-of-the-art overload control sys-
tems for microservice-based deployments and their
design pitfalls that lead to performance unpredictabil-
ity (§2).

e An architecture for microservice-based deployments
comprising a resilient, efficient service core based on
closed systems with tightly bounded queues and a cen-
tralized admission-control component, which is, to our
knowledge, the first overload control approach that
handles dynamic service graphs without simplifying
assumptions (§3-§4).

e The formalization and implementation of that mech-
anism in a sidecar architecture for compatibility and
ease of deployment (§5).

2 Background and Motivation

In this section, we zoom in on existing overload control
mechanisms for microservice-based deployments that op-
erate at a fine, i.e., request-level, granularity, and identify
three pitfalls that motivate the need for a new approach to
designing such systems.

2.1 Pitfall 1: Reactive Nature

Existing approaches to overload control [13, 81, 86] imple-
ment a reactive control loop. They monitor a certain system
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Figure 2. Goodput loss and resource waste under overload with
Rajomon [81]. All requests are for the search-hotel API from the
Hotel Reservation benchmark.

metric, such as queueing delay, and, through a mechanism
that can vary across different approaches, control the rate of
incoming requests into the system.

We experiment with Rajomon [81], the state-of-the-art sys-
tem for overload control in microservice-based deployments,
to identify the problems with this approach. Rajomon de-
pends on a dynamic pricing model, where the per-microservice
price is controlled according to the current demand and
clients without enough credits are unable to send requests.
Rajomon also allows individual microservices to drop re-
quests to accommodate sudden price fluctuations. We cre-
ate a simple overload scenario using the Hotel Reservation
benchmark [22] and the search-hotel API During the first
2 seconds, we send 1 KRPS of requests (well below capac-
ity), and then we increase the load to 10 KRPS, exceeding
capacity and overloading the service. We set the SLO for the
99*"_percentile (P99) latency to 28ms, which is 5x the P99
latency when the system is not overloaded (one request at a
time). We measure and report the P99 latency in every 200ms
window.

Observations: Figure 1 summarizes the experiment re-
sults. In Figure 1a we observe that Rajomon violates the la-
tency SLO during overload. To investigate the root cause, we
measure and plot the amount of queuing at each microser-
vice in the call graph before and after the load increase.
In Figure 1b, we observe the following. Before overload,
microservices have enough resources to handle incoming
requests, so queuing is minimal. Under overload, queues
build up significantly (up to 10X in frontend for instance)
at microservices despite Rajomon’s overload control, which
manifests as queuing delays and latency SLO violations.

In the same experiment, we also study the service goodput,
i.e., the rate of requests completing within the latency SLO,
which is a metric extensively used [13, 81] during overload as
it combines throughput and latency. Such services are com-
monly user-facing and therefore latency-critical. Figure 2a
plots goodput over time and categorizes requests into three
groups: goodput: requests that finish within SLO, dropped:
dropped requests, SLO violated: requests that violate the SLO.
We make the following observations. After the load spike,
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a significant fraction of requests violate SLOs due to Ra-
jomon’s slow reaction, causing an initial goodput drop. Note,
however, that the service still spends resources to serve those
requests. For cloud tenants, this means paying for resources
they cannot leverage. Even after Rajomon stabilizes, request
dropping at backend microservices and SLO violations still
occur, leading to more resource waste.

To understand microservice efficiency under overload, we
measure the per-microservice resource waste and plot it
in Figure 2b. We define resource waste as the fraction of
RPCs that a microservice successfully processes but whose
initial top-level request ultimately fails due to either a down-
stream RPC drop or an SLO violation. We observe that the
frontend (up to 35%) and search (up to 33%) microservices
incur higher resource waste due to their downstream de-
pendencies, which increase the chance that their processed
RPCs fail.

Root-cause analysis: To reason about the previous re-
sults and explain why Rajomon fails to offer performance re-
silience, given that there are still SLO violations and goodput
fluctuations, we have to understand some of Rajomon’s inter-
nals, which also generalize to other existing overload control
systems [13, 56, 86]. Rajomon monitors the per-microservice
queuing delay and adjusts prices only after queuing delay
crosses its configured threshold. So, it reacts only after the
problem manifests. Slow detection means that by the time the
system reacts, many requests have already queued up, caus-
ing inevitable SLO violations. Rajomon, though, also suffers
from slow propagation, given that the overload signal needs
to propagate through the call graph back to the clients. In
the above experiment, the longest path in the call graph has
only 3 hops, yet Rajomon requires over a second to recover
after the demand surge. To compensate for the slow reaction,
microservices drop requests independently, further wasting
resources.

2.2 Pitfall 2: Dynamic Call Graphs

We observe that widely deployed services [27, 30, 47, 72]
follow a specific structure. Clients access the service through
a gateway, which acts as the single entry point to the ser-
vice. The gateway often implements load balancing, protocol
translation, and request routing [36, 43]. Then, requests ex-
pand into a directed acyclic graph (DAG) of RPCs among
RPC endpoints, flowing from intermediate microservices to
leaf microservices [47, 72]. Microservices frequently fan out
to many dependencies and are shared by many upstream
microservices (fan-in). The callee microservice is commonly
referred to as downstream by the caller, while the caller is
upstream for the callee.

The prior state-of-the-art system, Rajomon [81], makes a
sweeping simplification, assuming that the service call graph
and the trajectory of each request are static and known when
the request enters the system. Although this assumption
simplifies the design of the overload control mechanism,
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e.g., in Rajomon it allows microservices to calculate request
prices based on deterministic downstreams, it is not realistic.
In practice [18, 47], the trajectory of each request is dynamic
and hard to predict even for a single service. The choice of a
downstream microservice can depend on the execution in the
caller or the execution of other downstream microservices.
Consider, for example, the case of a web server that needs to
access certain data and uses a database and a caching layer,
e.g., memcached [53]. The web server will first try the cache,
and only if the data is not there will it try the database, thus
making the call graph and the set of microservices involved
in serving a request unpredictable. Another example is a
shopping application, where the arguments of a payment
request can determine where to forward it, such as to a
credit-card payment microservice or a debit-card alternative.

Existing overload controllers fail to deal with dynamic
call graphs due to their coarse-grained overload signal ag-
gregation. Both Rajomon and Dagor [86] rely on queuing
delay changes measured periodically, which all possible call
graphs of a service contribute to. This implicit and aggre-
gated approach prevents identifying situations where, for
example, one possible call graph is overloaded while others
are not, which leads to SLO violations at the tail [16].

2.3 Pitfall 3: Configuration and Training Needs

Existing overload controllers rely on a plethora of parame-
ters and configurations, leading to unrealistic deployment
requirements. For example, given a service with M microser-
vices, Rajomon requires 3 X M +2 parameters. Our experience
when deploying existing systems has revealed the follow-
ing challenges: i) navigating the large space of parameters
requires a pre-training phase that lasts hours, ii) the opti-
mal parameter values can differ significantly from service
to service and from workload to workload, and iii) any SLO
value change requires re-training parameters because the
SLO is directly used in the utility function for training. Given
workload unpredictability and service dynamism, these limi-
tations lead to brittle and time-consuming deployments.

3 Design

For performance resiliency, we set the following Resilience
Properties (RP) for Roshanfer: RP1: Bounded queuing.
Roshanfer should proactively bound queueing at individ-
ual microservices. Since avoiding SLO violations is a col-
laborative task among several subsystems, Roshanfer relies
on two assumptions to provide SLO-bounded tail latency:
1. Head-of-line (HoL) blocking delay is minimized at each
microservice using an appropriate CPU scheduler (e.g., a
processor-sharing (PS) scheduler for microservices with high
service time variability [79]). 2. The network is not congested
and packets are delivered in a timely manner. Under these
two conditions, bounded queueing prevents SLO violations
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and bounds the tail latency to the SLO, which is of para-
mount importance in production systems as failing to do
so damages revenue [24, 62] or completely disrupts the ser-
vice [23]. During overload, fast drops are preferred to SLO
violations as requests can be retried [31, 69].

RP2: Stable goodput. Roshanfer should maintain stable
goodput even under varying overload levels. RP3: No par-
tial request processing. Roshanfer should avoid request
drops at microservices to minimize resource waste. RP4:
Explainable adaptivity. Roshanfer should be able to adapt
to workload changes and support any kind of dynamic call
graph without requiring offline training or per-microservice
configuration, which would make the system brittle and
hard to explain. In addition to these resilience properties,
Roshanfer should not impose any restrictions on the ser-
vice architecture or implementation language for ease of
deployment purposes.

3.1 Overview

Roshanfer splits a microservice-based deployment into two
separate parts, each dealing with different concerns. On one
side, the service core includes all the microservices. It de-
pends on carefully and tightly bounded queues between
microservices that compose closed systems [71] and uses
a credit-based mechanism to manage those. We later show
how to statically define the specific per-queue bounds, which
are independent of the current system load, thus enabling
fully proactive queue bounds that do not suffer from Pit-
fall 1. Roshanfer picks the per-queue bounds such that they
maximize throughput while minimizing the potential queu-
ing time, thus avoiding overload in each microservice by
construction and allowing fast backpressure to build up to
the edge of the service core whenever a microservice ap-
proaches saturation. Once a request enters this service core,
it is guaranteed neither to encounter unexpected queueing
nor to cause overload. So, tightly bounded queueing and the
credit-based mechanism enable Roshanfer to guarantee RP1
and RP2.

On the other side, ingress, or the service gateway, con-
trols the requests that enter the service core, separating the
performance-resilient part from the unpredictable world.
During overload, queues start building up in ingress given
the fast backpressure from the service core. Ingress is the
only place in Roshanfer where requests can be dropped,
achieving RP3 since no request is dropped after having con-
sumed service resources. Given the performance-resilient
and configuration-free core, ingress is also the only place
that Roshanfer requires configuration, i.e., the target SLOs, to
control the per-request waiting time there. This design deci-
sion significantly reduces the configuration space and allows
Roshanfer to adapt to any microservice-based deployment,
thus achieving RP4.

Figure 3 shows the different components comprising Roshan-
fer. On the left, Ingress queues requests during overload and



Roshanfer: Achieving Performance Resilience in Cloud Microservices

[% REQUEST LIMIT PROTOCOL == Regular Transmission }

Server 1 Server 2 Pod
Request V
N smessssssssssseeee, RETTTITTTTTTIEN  asremmmmmmeea, .
1 Microservice ' Microservice 3

Ingress ! Microservice A

B it C

e s

Agent Agent
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controls end-to-end tail latency, keeping it under the SLO
by adjusting the size of its centralized queue through proac-
tive request dropping when its queue is full. Roshanfer re-
mains agnostic to application logic and employs a sidecar
model [34], making it compatible with any RPC-based ser-
vice, independent of the implementation language or appli-
cation internals. The Agent, i.e., Roshanfer’s sidecar, imple-
ments the REQUEST LiMIT PROTOCOL, i.e., the credit-based
mechanism that limits the number of requests in each end-
point and forwards requests among microservices.

3.2 Agent

Roshanfer uses a credit-based mechanism to cap the number
of requests in the service. This mechanism is receiver-driven
and treats each RPC endpoint ! separately, with each end-
point having its own limit. Client Agents must acquire a
credit from server Agents before transmitting. Agents main-
tain per-endpoint request counts and their respective limits.
Servers grant a credit for an endpoint only if the request
count is less than the limit. Per-endpoint limits prevent per-
endpoint overload.

Agents control request flow through the exchange shown
in Figure 4. The client Agent intercepts all outgoing requests
from the microservice and queues them internally. For every
request, it sends an explicit Credit Request message to
the server Agent and waits for a response. The server Agent
pushes the request to the Credit Queue and consults the Limit
Checker. The Limit Checker controls the number of requests
in the microservice by deciding whether to grant a credit. If
there are available credits, i.e., the outstanding request count
is less than the per-endpoint limit, the server Agent returns
a credit and the client can send a request. If not, the Credit
Request remains in the credit queue until a credit becomes
available, i.e., backpressure propagates upstream. Credits
become available when the number of active requests in the
downstream microservice goes down. When this happens,
the Agent decides which Credit Request to grant based on
a configurable prioritization policy.

Agents remain transparent to endpoint internals and count
the active requests for every endpoint by monitoring network

1We assume that a microservice can have multiple RPC endpoints
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Algorithm 1: Queue adjustment algorithm at Ingress.

1 Function AdjustQueueSize(e2e_p99;)

2 smoothed; «— a * e2e_p99; + (1 — ) * smoothed;;
4 err < (smoothed; — SLO;)/SLO;;

5 u; < time-weighted queue i utilization;

6 if err > erry then

7 | Q; < Qf /adjg;

8 else if err < err; then

10 if u; > 0.8 x Q] then

11 L Qf « Of + (-ernx adj;

12 else

14 | Qf « max(u;, Q / adjg, MIN_LIMIT);

traffic. An active request is a request that i) the endpoint just
sent a credit for, ii) is currently being serviced, or iii) is
waiting to send a downstream request. The Limit Checker
tracks active requests n; for every endpoint i by monitoring
four events (Figure 5). It increments the count when the
Agent grants a credit to an upstream microservice (Credit
Grant) and decrements it when the microservice returns a
response (FullRes Out). Crucially, it also decrements the
number of active requests when a sub-request is issued to
the downstream microservice (SubReq Out), and increments
it when the sub-request returns (SubRes In). By treating
RPC endpoints as black boxes, Agents can serve different
types of microservices, i.e., leaf nodes or intermediate nodes
that have one or multiple downstream dependencies.

Agents support fan-in and fan-out patterns too. The cen-
tralized nature of the Credit Queue in Agents (Figure 4)
inherently enables the fan-in pattern. For fan-out patterns,
however, if we naively updated the number of active re-
quests for each sub-request, all sub-requests from a single
parent would be counted as independent sub-requests. To
prevent this, Roshanfer relies on a distributed request ID set
by Ingress and carried by each request and inherited by its
sub-requests. Thus, Agents decrement the active count only
once per unique parent request ID, regardless of the fan-out
degree.

3.3 Overload Control at Ingress

Bounding the number of requests in the service with the
REQUEST LiMIT PROTOCOL enables Ingress to centrally ap-
ply admission control and drop requests if necessary during
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overload. Ingress communicates with Agents using the same
ReQUEST LimIT PrROTOCOL, acting as a client to those Agents.
When any microservice is at capacity, i.e. overloaded, back-
pressure will propagate, leading to extra requests queueing in
Ingress waiting for credit. Ingress maintains separate queues
for each service APL

Given the bounded tail latency at the performance-resilient
service core, Roshanfer can control requests’ end-to-end la-
tency by configuring the waiting delay at Ingress, i.e., the size
of the Ingress queue. Unlike other overload control mecha-
nisms that require configuring a set of parameters distributed
across the entire deployment, Roshanfer depends on this
single parameter. In the simple case of a service with a sin-
gle API, there is a maximum queue size Q where queueing
beyond that leads to SLO violation. Note that this Q only
depends on the latency SLO and end-to-end tail latency at
the service, and not on the current incoming load. Thus, at
any time, the actual queue size of an API needs to satisfy
q=<0.

In the more general case with multiple APIs that might also
share common microservices, APIs might interfere with each
other, thus making the configuration of Q; more challenging,
as Q; assumes API i is using the service exclusively, which
can lead to SLO violations. Thus, Roshanfer requires a tighter
upper bound, Q;, which depends on the rate and mix of APIs
receiving load at each point in time. In the general case we
have: g; < Q} < Q;. This defines a subspace of allowed queue
size configurations that will not lead to SLO violations in an
N-dimensional space, assuming there are N different APIs.
There are multiple ways to identify that space, leveraging the
predictability provided by the service core either online or
offline and using tools such as machine learning or discrete
event simulations.

In our current design of the Ingress, we chose a simple
additive-increase/multiplicative-decrease (AIMD) algorithm
to approximate Q. The intuition behind the algorithm is
to keep the Q; low in anticipation of bursts to avoid SLO
violations or interference with other APIs and only increase
it if necessary, i.e., if the queue utilization increases, while
again guaranteeing that the end-to-end latency stays within
the target SLO.

Algorithm 1 describes the control loop logic. The algo-
rithm runs every 200ms or 100 responses. It maintains an
estimate of the P99 end-to-end latency using an Exponen-
tial Weighted Moving Average (EWMA) and computes the
relative error to the SLO (line 4). If the error is bigger than
errq (e.g., 0), then it decreases Q; by a factor. If the error is
smaller than err; (e.g., -0.3), it means the end-to-end tail la-
tency is well below the SLO, so Q} can increase without risk.
Simply increasing Q} every time the error is small, though,
will leave Roshanfer vulnerable to latency overshoots dur-
ing sudden load spikes. To avoid this, Ingress only increases
O} when this is necessary, i.e., the queue is actually being
used, by checking if the queue is almost full (line 10). When
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the queue utilization is low, Q] decreases to not incur high
waiting delay during load spikes (line 14).

The above algorithm does not assume a physically central-
ized Ingress. Thus, it allows for a highly scalable deployment
where independent Ingress instances are responsible for a
specific API or a few APIs. Different Ingress instances do not
need to explicitly synchronize with each other, since they
implicitly communicate through the perceived changes to
the end-to-end latencies and the delays to receive credits
from the service core.

3.4 Dynamic Call Graphs

So far, we have only explained how the REQUEST LimIT Pro-
TocoL works in the case of static microservice graphs. Unlike
static graphs, where Ingress has a separate queue and can
detect a bottleneck through fast queue buildup and backpres-
sure, dynamic graphs can be partially bottlenecked, where
only a fraction of requests hit the bottleneck path. This will
slow down backpressure propagation, and Ingress will not
react quickly enough to start dropping requests, thus leading
to SLO violations.

We extend the REQUEST LimIT PROoTOCOL to quickly detect
and report the existence of a bottleneck, even in the case
of dynamic graphs, through a conservative approach that
considers the worst case among all possible execution paths
and applies backpressure accordingly. We consider the case
of dynamic call graphs to be similar to the case of a fan-out
pattern, since a microservice can send to any downstream
microservice but it actually sends to only one of them at
runtime. Thus, in this case the REQUEST LimIiT PROTOCOL
will now ask all downstream microservices for credit but
only use the one needed. Agents immediately return unused
credits with a specialized Credit Return message. This
way, Roshanfer can avoid cases where Ingress optimistically
accepts requests anticipating that they will end up in the non-
bottlenecked path, but instead end up in the bottlenecked
one, leading to SLO violations. Through this mechanism,
Roshanfer still preserves bounded queuing and instead drops
extra requests quickly so they can be rerouted or retried
(RP1).

Because Roshanfer operates at the granularity of every
RPC, it does not require prediction of dynamic paths. An
Agent observes all outgoing requests and their destinations.
This enables Roshanfer to discover new paths on their first
use (e.g., when a feature becomes available programmat-
ically [49]). Thus, Roshanfer can update active paths and
remove any inactive paths periodically. Such dynamic path
discovery enables Roshanfer to adapt to dynamism in the
call graph without explicit configuration.

3.5 An End-to-End Example

Here we present a simple example of how Roshanfer works,
shown in Figure 3. For simplicity, this example assumes that
endpoint limits are known and fixed. In this setup, we have a
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single API with a simple fan-out pattern. The call graph spans
three endpoints E1, E2, and E3. The limit for each endpoint
is shown next to it in the call graph. Figure 3 captures a
snapshot of the deployment where endpoints E1, E2, and E3
have 4, 2, and 2 active requests, respectively. E3 seems to be
the bottleneck as there are 2 requests waiting for credit in
Microservice A Agent’s request transmission queue. Given
that E1 depends on E3, the back-pressure has successfully
propagated to E1 as E1 has also reached its limit, despite E2
not being a bottleneck. REQUEsT LimIT PrROTOCOL naturally
propagated the back-pressure to Ingress as we see 2 pending
requests waiting there.

4 Determining Request Limits

So far, we have assumed that Agents are configured with
per-queue limits and have explained how they enforce them
via the REQUEST LimiT ProTOoCoL. We will now describe
how Agents calculate those limits and explain how they can
change in the case of microservices with multiple endpoints.

4.1 Per Endpoint Limits

Agents need to set the limit high enough to guarantee full
microservice utilization and maximize throughput, but not
higher, because doing so would lead to queueing and po-
tential overloads. Previous work shows that CPU is the
main bottleneck contributing to performance degradation in
microservice-based deployments [76, 83, 85]. Thus, we focus
on CPU cores and set the active-request limit high enough
to keep all cores allocated to a microservice busy. The limit
should also account for enough requests to hide the delay
during the REQUEST LimiT PrROoTOCOL, When a request is ac-
counted for but not actively occupying a CPU, e.g., while a
Credit Grant is in flight, to prevent CPUs from remaining
idle at that time. Based on that rationale and inspired by the
bandwidth-delay product (BDP) [52, 60], we calculate the
number of requests that can be processed in a microservice
during this idle time, and add it to the total request limit for
each core.

Equation 1 formalizes this description for leaf nodes in
the microservice graph. L; is the limit of endpoint i, Neores is
the number of CPU cores allocated to the microservice, RTT
is the average round-trip time between Agents, and s; is the
average service time at endpoint i. The second term is equiv-
alent to BDP but for compute at the application layer, where
Neores X sl_, and RTT correspond to service rate and delay,
respectively. The delay of 1 RTT corresponds to waiting for
the Credit Grant - SubReq Out exchange. We round up
the second term of Equation 1 to ensure at least one request
is pending when it evaluates to less than 1.

1
L; = Neores + | Neores X — X RTT (1)

1
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For non-leaf nodes, the formula becomes slightly more
complex (Equation 2) because it now has to account for
the idle time waiting to send requests to the downstream
microservice. N¢qjy5 corresponds to the number of sequential
downstream calls the microservice has to make.

L; = Neores + | Neores X sl X (Ncalls + 1) XRTT (2)
l

The Supplementary Materials explain this formula in de-
tail. Note that using these formulas, Agents can also dy-
namically change per-endpoint limits. Agents use EWMA
estimators for RTT and per-endpoint service times by track-
ing the inputs and outputs of the microservice, while N¢oyes
is set by the cluster manager when provisioning each mi-
croservice. Thus, Roshanfer can handle changing workloads
over time. Finally, limits depend only on the rounded-up ra-
tio of RTT to service time, not on their exact values, making

limits resilient to service time variability.

4.2 Microservices with Multiple Endpoints

Roshanfer’s ideas extend to microservices with multiple end-
points, too. We assume the generic case where there are no
dedicated cores for specific endpoints and there is no way
to know the request ratio among the different endpoints, as
this can change over time. Each endpoint should be able to
temporarily consume all cores for its microservice. Thus, we
calculate the per-endpoint limits following the same logic
described in §4.1, considering each endpoint in isolation.

We separate the case of leaf and non-leaf microservices
with multiple endpoints to understand how Roshanfer ad-
dresses challenges unique to each one. For non-leaf mi-
croservices, Roshanfer needs to ensure that if any of the
downstream microservices becomes a bottleneck, the back-
pressure created in the upstream microservice will not pre-
vent the other non-bottlenecked endpoints from making
forward progress. Thus, to account for any scenario where
the downstream of one or more endpoints becomes a bottle-
neck, Roshanfer allows each endpoint limit to act indepen-
dently, considering only requests active for that endpoint.
Note that despite introducing overcommitment, the number
of requests at a non-leaf microservice is still strictly bounded.

Treating leaf microservices the same, however, can lead to
unnecessary queueing, as there is no downstream microser-
vice that can create a problem by becoming a bottleneck. We
introduce the global limit (GL) which describes the total num-
ber of credits in a leaf microservice with multiple endpoints.
In this case, an Agent should check both the per-endpoint
limit and GL before issuing a credit.

GL should be at least equal to the maximum per-endpoint
limit among all collocated endpoints to guarantee full utiliza-
tion by any single endpoint. Going lower than that would
imply that at least one endpoint is throttled and cannot use
all resources allocated to the microservice. On the upper
bound, given that each endpoint cannot use more than its
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limit, it does not make sense to configure the limit higher
than the sum of all the per-endpoint limits, as a higher limit
will lead to unnecessary queuing. So, max(L;) < GL < }; L;.

Setting GL = max(L;) reduces the number of requests
in the microservice and pushes the microservice to operate
closer to a run-to-completion model. Increasing the level
of overcommitment increases the number of concurrent re-
quests, and if the microservice scheduler (OS or runtime)
implements such a policy, the microservice moves more to-
ward a PS model. Consequently, microservices that expect
high variability in their service times should set GL higher
than max(L;) [26, 38].

5 Implementation

Roshanfer consists of around 7K lines of C++ code (LOC).
The bulk of the code is in the sidecar implementation for
parsing RPCs and implementing the REQUEST LimIT PrROTO-
coL. A sidecar is a lightweight proxy [19, 67] deployed on
the same machine as each microservice. Sidecars intercept
all incoming and outgoing RPCs and talk to the microservice
over localhost. Agent and Ingress share the same codebase.
Roshanfer currently supports the gRPC protocol for Unary
RPCs by relying on the nghttp2 [75] library for HTTP/2 fram-
ing and HPACK [59] (de)compression, but follows a modular
architecture, which allows it to be easily extended to other
RPC protocols. We build REQUEST LimiT ProTOCOL 0n top of
UDP to avoid the overhead of TCP, given that its messages
fit in a single packet.

We implement Roshanfer with high performance, low
latency, and ease of deployment in mind; hence, we pre-
fer technologies that are widely available in a cloud set-
ting. The sidecar is a multi-threaded application with each
worker thread running an event loop on io_uring [9] for
asynchronous I/O operations (a single worker can process
up to 40 KRPS). Worker threads avoid lock-based synchro-
nization and instead rely on atomic operations to share
state. io_uring enables zero-copy I/O and removes context
switch and syscall overheads via shared ring buffers between
user and kernel space for pending syscalls and kernel-space
polling. Roshanfer leverages adaptive batching [10] for I/O
operations within a loop iteration. Roshanfer is publicly
available at https://github.com/roshanfer-project.

Credit Queue Policy. Given that Roshanfer supports
different request admission policies in the Agent to pick
among the upstream requests that have asked for a credit,
we implement two sample policies: a Round-Robin (RR) and a
Weighted Fair Queue (WFQ) policy. The RR policy alternates
among the different endpoints. The WFQ policy, inspired by
Aequitas [84], supports three priorities, but it can easily be
extended to more levels.

TLA+ Model. We formalize Roshanfer using TLA+. This
enables exhaustive exploration of intricate behaviors over
all possible traces for a given configuration. We verify the
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following critical properties, providing important guaran-
tees for the correctness and performance of Roshanfer with
respect to the configured limits.

¢ Request Bound (DR1). The number of requests active
at any given endpoint E is strictly bounded by the sum of
the local limits at E and the bounds of E’s immediately
downstream microservice endpoints.

e Deadlock Freedom. All requests admitted at Ingress
will receive a response, assuming that processing inside
the microservices terminates.

e Work Conservation. Credit requests will only be queued
at a microservice S zf either S, or some microservice down-
stream from S, has a number of active requests that meets
or exceeds its local limit.

The Request Bound property is critical for avoiding SLO
violations, ensuring that there is no unbounded queueing in-
ternal to the service. Deadlock Freedom ensures that the credit
allocation system can never permanently halt the progress
of the service, while Work Conservation asserts that Roshan-
fer does not meaningfully interfere with throughput; the
REQUEST LimiT PROoTOCOL Will not queue requests unless a
microservice is genuinely at capacity. The full TLA+ specifi-
cation is presented in Supplementary Materials.

6 Evaluation

We evaluate our design and implementation to answer the
following questions:

1. Can Roshanfer achieve bounded tail latency and stable
goodput? (§6.2)

2. Can Roshanfer eliminate SLO violations during sudden
load spikes? (§6.3, §6.4)

3. How does Roshanfer shift queuing across the deploy-
ment? (§6.5)

4. How does Roshanfer behave with multiple APIs? (§6.6)

5. Does Roshanfer work in the presence of dynamic call
graphs? (§6.7)

6. How does Roshanfer perform in a large-scale real-
world service? (§6.8)

7. What is the overhead of running Roshanfer? (§6.9)

8. What is the impact of overcommitment and credit dis-
tribution policy? (§6.10)

9. Is Ingress sensitive to values of parameters used in
Algorithm 1? (§6.11)

6.1 Evaluation Setup

Testbed: We use 25 c220g2 CloudLab machines to run all
experiments (3 workload machines and 22 deployment ma-
chines). We use Kubernetes [42] to orchestrate services. We
disable Hyper-Threading and set all machines to run at max-
imum frequency to achieve the best performance.

Load Generation and Metric Collection: We use a cus-
tom open-loop [71] workload generator implemented in Go
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to generate requests according to a Poisson process. We mea-
sure all metrics in an end-to-end manner at the workload
generator. SLO-violating requests are successful requests
with end-to-end latency beyond the SLO. Goodput is the rate
of requests finished without an SLO violation. We execute
each experiment 3 times and present the average across 3
repetitions, with error bars indicating variance across execu-
tions.

Baselines: We compare Roshanfer with two state-of-the-
art data plane microservice overload control systems: Ra-
jomon [81] and Dagor [86]. Dagor depends on an approach
that drops requests at Ingress based on priorities and the cur-
rent load in the system. It allows each microservice to further
drop requests independently, and only propagates overload
information one level back to the upstream microservice.
We provide a description of how Rajomon works in §2.1.
We use the official implementation of Rajomon [58] and
reuse their Dagor implementation [57]. We do not compare
against control plane overload control systems, TopFull [56]
and Galileo [70], because they take minutes to adjust to over-
load (for instance, each iteration of Galileo takes 210s and
requires multiple iterations to converge), and previous work
shows inferior performance compared to our chosen base-
lines [81]. For fair comparisons and a realistic setting where
clients reach the gateway only, we unify the architecture of
all baselines. External clients just send their requests without
participating in overload control. The gateway receives all
requests before forwarding them to the service. This gate-
way hosts Rajomon’s client logic and Dagor’s gateway logic.
We tune the parameters for Rajomon using Bayesian opti-
mization as suggested in prior work [81], and we report the
optimal configurations in Supplementary Materials. For each
benchmark, we run the tuner for 50 iterations with 10 initial
points.

Benchmarks: We use 4 benchmarks to evaluate Roshan-
fer. We use the Hotel Reservation and Social Network bench-
marks from DeathStarBench [22]. In addition, we use a bench-
mark with dynamic call graphs and another large-scale bench-
mark (30 microservices) generated using DGG [18] based
on Alibaba traces [47] to represent real-world microservice-
based deployments (shown in Figure 6). The SLO for each
API is 5x the P99 latency when the system is unloaded (one
request at a time).

Roshanfer Configuration: To avoid HoL blocking delay,
overcommitment should be configured based on service time
variability. Since first-come, first-served (FCFS) and PS sched-
uling are optimal for low and high service time variability,
respectively [79], overcommitment should be set to 0 and
1, respectively (§4.2). Given that leaf microservices in our
benchmarks do not exhibit extreme service time variability,
we set overcommitment to 0 in all leaf microservices. We do
not prioritize any API in our experiments, for a fair compar-
ison with Rajomon. For Ingress, we set erry to -0.05, err; to
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(b) Dynamic call graph (colored
(a) Large-scale graph (30 microser- nodes randomly pick their down-
vices) stream microservices with unknown
probabilities)

Figure 6. Benchmarks based on Alibaba traces [18, 47].

-0.3, adjg to 1.5, adj; to 1, MIN_LIMIT to 4, and « to 0.5 for
all experiments.

6.2 Bounded Tail Latency and Stable Goodput

We start by running an experiment where we vary the offered
load to a single service, exceed its capacity, and observe how
tail latency and goodput behave. We choose search-hotel
from Hotel Reservation and compose-post from Social Net-
work, which have the most complex call graphs. The SLOs are
set to 28ms and 40ms for search-hotel and compose-post,
respectively.

Figure 7 summarizes the experiment results. For both APIs,
we observe that Roshanfer always stays within the latency
SLO (RP1) and maintains a stable goodput (RP2) even in
cases where the offered load is more than 3X the capacity.
Rajomon and Dagor, on the other hand, violate the latency
SLO while their goodput decreases as the offered load in-
creases. When the offered load is 2x the maximum goodput,
Roshanfer achieves 75% and 20% lower tail latency than Ra-
jomon for search-hotel and compose-post, respectively.
Dagor performs worse than Rajomon across the board.

Roshanfer achieves SLO-capped tail latency because of
bounded and controlled queueing delay inside the service
and at Ingress, respectively. With Dagor, the lack of end-
to-end coordination leads to high queueing delay and SLO
violations. Thus, microservices resort to frequent request
drops, causing goodput loss. End-to-end price aggregation
in Rajomon allows better coordination among microservices,
leading to higher goodput and lower tail latency compared
to Dagor. However, due to divergence between the test and
training environments and late reactions, it violates the SLO
(Pitfalls 1 and 3). Thus, microservices resort to dropping
requests, which explains goodput decline (Pitfall 2).

6.3 Bounded Tail Latency under Sudden Load Spikes

We now plot the latency and goodput as a function of time
for the search-hotel API to study sudden load spikes. For
the first 2s, the load is 1 KRPS (underloaded), and then in-
creases to 10 KRPS to overload the service. We measure and
report tail latency for requests completed within each 200ms
window. Figure 8 shows the results.

We see that Roshanfer does not need to react when the
load jumps. While enough requests are admitted into the
service to sustain goodput (RP2), it drops any extra requests
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Figure 9. Resource waste across overload control systems.

at Ingress to avoid SLO violations (RP1). Both Dagor and
Rajomon take time to adjust to load changes, while suffering
from goodput loss and SLO violations during overload (Pitfall
1). Dagor is unable to control queueing delay throughout
the experiment due to a lack of end-to-end coordination. In
contrast, Rajomon achieves lower tail latency but still suffers
from SLO violations. Similar results for the compose-post
API are reported in Supplementary Materials.

6.4 Minimal Resource Waste

For the previous experimental setting, we also study resource
utilization for the two APIs during overload. We focus on
resource waste, i.e., the CPU resources wasted on requests
that eventually violate their SLOs or that are dropped by one
of the downstream microservices.

Figure 9 shows the percentage of resource waste in every
microservice of the two APIs. Roshanfer only drops requests
at Ingress where they have not consumed any resources yet
(RP3). In addition, few requests have response times higher
than the SLO (less than 1% for an SLO defined at P99, hence
no overall SLO violation). Therefore, the overall resource
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Figure 10. Queuing under overload.

waste under Roshanfer is near zero. On average, Rajomon
and Dagor waste up to 63% and 81% of resources, respec-
tively. Rajomon performs better than Dagor as it tries to
drop requests as early as possible in the call graph through
price propagation. Resource waste results can also be inter-
preted as duals of Figure 7. For example, Figure 7b shows that
Dagor’s goodput can decline to less than 1 KRPS, which is
75% lower than the 4 KRPS that Roshanfer achieves, showing
that the rest of the resource utilization has been wasted.

6.5 Bounded Queueing at Services

For the experiments in §6.3 and §6.4, we study the maximum
queuing during overload and how it is distributed across
the service to understand how Roshanfer can shift queues
from microservices to Ingress. Figure 10 shows the maximum
queue sizes in microservices for both benchmarks.

For Roshanfer, we see that Ingress has the biggest queue
as REQUEST LimiT PrRoTocoL pushes all extra requests to
Ingress. On the other hand, all microservices have smaller
queues compared to both Rajomon and Dagor. Dagor and
Rajomon, however, allow up to 9 (in the frontend microser-
vice) higher queuing at microservices compared to Roshanfer,
with less queuing at Ingress. This shows that both baselines
allow higher queueing inside the service, which explains
their SLO violations.

6.6 Performance With Multiple Concurrent APIs

Overload control in the presence of multiple APIs is much
more challenging than the single API case because i) the
SLO for each API is defined based on unloaded P99 latency
without the presence of other APIs (a fixed target), and ii)
the call graphs of APIs can share endpoints, creating com-
petition among microservices during overload. We run a
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similar set of experiments, but now exercise three APIs of
the Social Network service at the same time. The microser-
vice post, for example, is shared by all three external APIs.
An overload in one API can potentially increase processing
and queuing delay for other APIs. We consider equal load
levels for the read-user-timeline, read-home-timeline,
and compose-post APIs of the Social Network benchmark
and no request priorities. We target the worst-case scenario
where all APIs increase load at the same time. Our goal is
to explore how overload controllers deal with multiple APIs
with different SLOs. For brevity, we only show experiments
with Social Network here, and corresponding experiments
on Hotel Reservation appear in the Supplementary Materials.

Figure 11 shows tail latency and goodput results with vary-
ing offered load. Again, Roshanfer bounds the tail latency to
the corresponding SLOs under any offered load. In terms of
goodput, Roshanfer also achieves higher levels compared to
the baselines. Both Rajomon and Dagor start to lose goodput
after 3 KRPS. Although Rajomon avoids SLO violations at
low loads, it quickly starts deteriorating as the load increases.

Roshanfer is able to deliver performance resilience with
multiple concurrent APIs because credits are issued at RPC
endpoint granularity. Moreover, requests for different APIs
are queued at independent Ingress instances to avoid HoL
blocking delays, while the Go scheduler in each microser-
vice efficiently and fairly multiplexes resources among the
different RPC endpoints. This allows Roshanfer to achieve
high goodput and low tail latency for all APIs. Dagor and
Rajomon fail to avoid goodput loss and SLO violations across
APIs for the same reasons as in the single API case.

6.7 Resilience to Dynamic Call Graphs

To evaluate performance with dynamic call graphs, we use
another benchmark where requests for a single API can have
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Figure 13. Tail latency and goodput in the Alibaba benchmark.

three possible call graphs. The service times of these call
graphs have a coefficient of variation (CV) of 66% to represent
real-world services [18, 47], while the SLO is fixed to 55ms.
Figure 12 shows P99 latency and goodput under increasing
offered loads. Roshanfer again consistently controls the tail
latency regardless of the load and the dynamism in the call
graph (RP4). In contrast, both Dagor and Rajomon start
violating the SLO at 2 KRPS offered load and get worse as
the load increases (Pitfall 2). Higher goodput with Dagor
and Rajomon is expected despite their lack of support for
dynamic call graphs. These systems rely on queueing delay
as the overload signal. However, with dynamic call graphs,
this signal is neither accurate nor stable, and hence they
are less efficient at throttling the excess load. As they admit
more requests, resource-intensive call graphs increase the
tail latency, while lightweight call graphs drive throughput.

This tension reveals the innate trade-off in dynamic call
graphs. Controlling tail latency requires throttling when the
heaviest call graph is overloaded, leading to lower goodput.
Conversely, admitting more requests violates the SLO to
achieve higher goodput. Roshanfer adopts the first option as
it is required for performance resilience (RP1).

6.8 Roshanfer at Scale

In this experiment, we evaluate Roshanfer in a large-scale
benchmark based on Alibaba traces (shown in Figure 6a). The
SLO of this service is 600ms, and we use the same setup as in
the previous experiment. Results are shown in Figure 13. As
expected, Rajomon outperforms Dagor in both tail latency
and goodput because of end-to-end coordination. Despite
this, Rajomon starts violating the SLO when the offered load
reaches 3 KRPS. Roshanfer keeps the tail latency under 300ms
(50% of the SLO) while achieving higher goodput compared
to baselines. The results demonstrate Roshanfer’s ability to
operate in large-scale real-world deployments.

6.9 Roshanfer’s Overhead

We evaluate the cost of Roshanfer and of providing perfor-
mance resilience in end-to-end deployments. As a baseline,

we run the Hotel Reservation benchmark with the search-hotel

API and allow microservices to communicate directly with-
out sidecars or any form of overload control. Figure 14 shows
both median and P99 latency for Roshanfer and Plain (no
overload control) deployments. Roshanfer performs simi-
larly to Plain, with 1.2ms higher P50 latency and 1ms lower
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Figure 15. Impact of overcommitment.

P99 latency at 3.5 KRPS offered load. The results demon-
strate Roshanfer’s low latency overhead from sidecar request
processing and the REQUEST LimIT ProTOCOL. The ms-level
service times almost completely mask Roshanfer’s ps-scale
communication and processing delays, even for microser-
vices with multiple calls in their call graph.

6.10 Impact of Overcommitment and Request
Admission Policy

We isolate how the global limit trades off with overcommit-
ment using one busy-looping leaf microservice that exposes
two endpoints. For a 1:2 service time ratio (Figure 15a), good-
put is equal at low overcommitment and converges to a fair
CPU split as overcommitment grows; for 1:10 (Figure 15b),
the slower endpoint initially takes most CPU under low over-
commitment, yet both endpoints again approach fair share
as overcommitment rises because more short requests finish
within their SLO. Thus, for leaf microservices, higher over-
commitment emulates PS, whereas lower overcommitment
emulates run-to-completion FCFS.

To study the impact of request admission policy, we re-
peat the experiment with a 1:2 service time ratio but with a
2:1 credit distribution ratio using a simple Weighted Round
Robin (WRR) policy. Figure 15¢ shows the results. In con-
trast to Figure 15a, which depends on a Round-Robin policy,
with WRR, the endpoints can achieve a fair share of CPU
resources, even with 0 overcommitment. Therefore, the re-
quest admission policy should be considered jointly with
overcommitment when setting the global limit.

6.11 Ingress Parameter Sensitivity

We evaluate the sensitivity of Ingress to the values of its main
parameters used in Algorithm 1. We sweep each parameter
while keeping the others fixed at the values reported in §6.1.
For each value, we overload the benchmark and measure
the achieved goodput. We repeat this process for our large-
scale benchmark based on Alibaba traces and for the Hotel
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Figure 16. Ingress parameter sensitivity in the Alibaba benchmark.
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Figure 17. Ingress parameter sensitivity in the Hotel Reservation
benchmark (search-hotel API).

Reservation benchmark. We select the sweep range based on
the semantics of the parameters. For example, erry should
be below 0 because the desired P99 latency should be less
than the SLO. Furthermore, err; should be smaller than erry
so that there is a “do nothing” region in the algorithm to
prevent the maximum queue size from oscillating.

Figure 16 and Figure 17 show goodput versus different pa-
rameter values for the Alibaba and Hotel Reservation bench-
marks, respectively. The bold labels represent the default
values presented in §6.1. The results show that, regardless
of the parameter values, goodput stays at 1 KRPS and 4
KRPS for the Alibaba and Hotel Reservation benchmarks, re-
spectively. These goodput values agree with the maximum
achieved goodput in §6.2 and §6.8. Within each benchmark,
the results show the resilience of Ingress with respect to its
parameters. Across the benchmarks, the results show that a
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fixed set of parameter values works well and does not require
re-tuning.

The resilience of Ingress is due to bounded queues at the
service. Since extra queueing can only happen at Ingress,
Algorithm 1 can use its queue utilization as a proxy for the
offered load. Given this knowledge, the maximum queue size
is increased if and only if the end-to-end latency is below
the SLO and the offered load is high enough; otherwise, it is
decreased. Such a design avoids an unnecessary increase in
the maximum queue size, making Ingress insensitive to its
parameters.

7 Discussion

Limitations. Roshanfer calculates endpoint limits under the
following assumptions: First, endpoint limits only consider
CPU bottlenecks, as prior work shows CPU to be the main
resource affecting performance of microservices [76, 83, 85].
Roshanfer can be adapted to other resource bottlenecks,
e.g., disk or GPU, given that the formulas introduced in
§4 are not CPU-specific. The formulas abstract the service
rate i and the level of concurrency N;ores, metrics that
also correspond to other resources. Yet, we leave the ex-
ploration of multi-resource overload control to future work.
Second, active request counting (§3.2) relies on the assump-
tion of synchronous unary RPCs in which each RPC is single-
threaded, which is common [4, 22, 73]. In the presence of
multi-threaded requests, one can adjust the level of concur-
rency Neores accordingly to support them.

Although we acknowledge the potential for lock con-
tention [14] to become a bottleneck for certain highly concur-
rent applications, we believe that this is a resource allocation
problem and not an overload control one. Roshanfer assumes
that a microservice can fully utilize its allocated resources
and builds on this assumption. If a microservice cannot do
so due to frequent synchronization, the control plane should
provision it with fewer resources, which is an orthogonal
problem.

Message Queues. Roshanfer assumes synchronous nested
RPCs. Asynchronous messaging through brokers such as
Kafka [7] and RabbitMQ [66] violates this assumption and
can introduce unbounded queueing that degrades perfor-
mance resilience. Message queues split call graphs into sub-
graphs with nested synchronous RPCs within each one. Each
subgraph has its own SLO, and independent instances of
Roshanfer can be deployed within each subgraph. Those in-
dependent Roshanfer instances can therefore retain overload
control for each subgraph.

Dynamic Call Graphs and Autoscaling. With dynamic
call graphs, there is a trade-off between avoiding SLO viola-
tions and achieving high resource utilization (§6.7). Roshan-
fer’s main goal is performance resilience, so it favors avoiding
SLO violations. The resulting underutilization stems from
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resource imbalances across paths that reach capacity at differ-
ent loads. Autoscalers can periodically rebalance resources
between bottleneck and underutilized paths to mitigate this
issue. A bottleneck path is one where all of its microser-
vices have filled their bounded queues and the corresponding
queue at Ingress is non-empty. Thus, Roshanfer can stream-
line autoscaler designs by providing strong bottleneck sig-
nals.

Handling Failures. Roshanfer can be used to improve
failure handling. First, Roshanfer automatically self-clocks
when a target microservice suffers a fail-slow failure [46].
This is because a slower microservice will naturally drain its
queue and respond to credit requests more slowly. Second, in
the case of a fail-stop failure, Roshanfer caps the blast radius
to the number of requests allowed by the endpoint limit. A
timeout-based mechanism, similar to Envoy [19], can deal
with the lost requests by resending them and updating the
active request count. Roshanfer relies on the assumption of
timely Credit Request and Credit Grant messages. Al-
though this assumption can be violated in congested and
lossy networks, these messages can be sent in a higher pri-
ority class to guarantee their delivery [28, 52, 60].

Replication. Roshanfer can be extended to support repli-
cation. Each replica of a microservice can have its own Agent,
which maintains per-replica endpoint limits and active re-
quest counts. Client Agents can use available load balancing
policies (e.g., round-robin) to pick the target replica. We leave
a full exploration of replicated microservices with Roshanfer
to future work.

8 Related Work

Overload Control for Microservice-Based Deployments.
At the control plane, there are three types of systems for
dealing with overload in microservice-based deployments: i)
Admission rate controllers [56, 70, 74]: adjust the admission
rate of individual APIs at the gateway, with TopFull [56] and
Galileo [70] using reinforcement learning (RL), ii) Service
quality controllers [1, 41, 49]: gracefully degrade the service
quality to serve higher throughput but with lower quality,
iii) Auto-scalers [11, 29, 48, 50, 64, 65, 68, 76, 77, 83, 85]: au-
tomatically add more resources to match the offered load.
Although these systems are necessary for overloads lasting
minutes to days, they are not fast enough to react to load
spikes at millisecond timescales. For instance, each iteration
in Galileo [70] takes 210s and assumes a stable workload
between iterations.

Data plane overload controllers [81, 86] are designed to
target short-term overloads. However, their reactive nature
prevents them from achieving performance resilience dur-
ing sudden load spikes. Specifically, Rajomon [81] relies on
queuing-delay thresholds for overload detection and signal-
ing. However, our evaluations show this slow reaction can
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take seconds, leading to SLO violations, while individual mi-
croservices resort to request drops, creating resource waste.
In addition, they rely on simplifying assumptions such as
static call graphs and a pre-training phase, which are unreal-
istic for real-world deployments.

Service meshes such as Istio [34] and Cilium [15] expose
rate limiting [37] and circuit breaking [35], but these mecha-
nisms do not provide performance resilience. They combine
a strictly local, per-microservice view with sender-driven
control, which makes global tuning brittle across large mi-
croservice graphs and still allows fan-in to overload a down-
stream bottleneck microservice.

Overload Control for Monolithic Applications. Han-
dling overload in monolithic applications is a smaller chal-
lenge because it does not require end-to-end coordination.
SEDA [78] is one of the seminal works in this space. Break-
water [13] improves on SEDA by combining client-side rate
limiting with server-side queue management. Similar to
Roshanfer, Breakwater uses a credit-based approach to limit
the number of admitted requests based on the application’s
queuing delay under high load. Protego [14] tackles flaws in
both SEDA and Breakwater when RPCs face lock contention.
Recently, Atropos [32] identifies slow requests as the root
cause of overload and cancels them to prevent overload and
open up capacity for faster requests.

Network Congestion Control. Roshanfer and related
research on overload control borrow ideas from congestion
control algorithms [2, 3, 8, 28, 44, 51, 52, 60], especially
receiver-driven credit schemes [28, 52, 60]. Yet, they deal
with different bottlenecks. Notably, Aequitas [84] shares
similar goals with Roshanfer, but focuses entirely on the
transport layer, which is orthogonal to Roshanfer.

Stream Processing Systems. Apache Flink [5] and simi-
lar stream engines use credit-based flow control under over-
load, but their operator graphs are mostly static chains,
so credits identify overloaded operators and limit buffer
bloat [6] rather than enforce tight bounds across the graph.
Roshanfer instead targets microservices: its credits share
compute among many upstream microservices under dy-
namic call graphs and volatile workloads.

End-host RPC Scheduling. Many systems improve inter-
active performance through host-local RPC scheduling [17,
20, 21, 33, 39, 40, 45, 54, 61, 63], multiplexing CPUs among
co-located applications on one machine rather than tackling
distributed microservice-based deployments. Caladan [21]
reduces co-location interference but not overload control;
Coresync [55] argues that scheduling and overload control
should be co-designed, yet remains confined to monolithic
applications. Roshanfer caps per-microservice queuing while
preserving headroom for schedulers to multiplex RPC end-
points with heterogeneous service times and SLOs.
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9 Conclusion

We present Roshanfer, a system that offers performance re-
silience even under sudden, short load spikes in microser-
vices. We take a proactive approach to prevent overload
before it happens, as opposed to reacting to it, which leads to
performance degradation. Through extensive evaluation, we
show how Roshanfer meets its design goals across a variety
of realistic benchmarks and workloads while preserving ease
of deployment.
Ethics. This work does not raise any ethical issues.
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